TreatyNo.6 Territory

) #119 SAKASKOC-MAKIYAW #120
) BOX 100 ONION LAKE, SK SOM2E0

Phone: (780) 847-2200 or (306) 344-4200
Fax: (780) 847-2226 or (306) 344-4244

Onion Lake Privacy Law

December 2015



Vote copy

TreatyNo.6 Territory

P 1119 SAKASKOC-MAKIYAW #120 €4
P BOX 100 ONION LAKE, SK SOM2E0 <4

Phone: (780) 847-2200 or (306) 344-4200
Fax: (780) 847-2226 or (306) 344-4244

PRIVACY LAW FOR ONION LAKE

INTRODUCTION

The Creator placed the Cree Peoples on Great Turtle Island with our original instructions
including our laws to care for the Creation including each other; and

The human being is a gift of the Creator to the Nation; and
This gift of life is a protected life to be honoured and respected and;

In the history of the Wicekaskosiw Sakahikanewiyiniwak on Great Turtle Island, the rights
related to the individual could not be given to any entity; and

The right of protected life and knowledge is continued to be protected by this written Cree Law
based on the oral laws of our Cree Peoples; and

The Royal Proclamation of 1763 directed that no subject of the Crown could enter the territory
of the Indian Nations or Tribes without an agreement; and

The Commissioner on behalf of Her Majesty the Queen requested a peace and friendship treaty
be made to allow for the peaceful settlement of her Majesty’s subjects; and

The inherent rights of the Wicekaskosiw Sakahikanewiyiniwak were protected during the treaty
making process including the protection and rights of the person not to be infringed by the
Crown; and

The Crown specifically undertook based on the provisions of the Royal Proclamation of 1763
that Treaty Peoples are not to be molested by the Crown or her subjects; and

The UN’s International Covenant on Civil and Political Rights (ICCPR) protects both privacy
(Article 17), and freedom of expression ‘regardless of frontiers’ meaning that your right of
privacy is not restricted to your place of residency or livelihood (Article 19), which rights must
be balanced based on the principle of proportionality; and
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The Wicekaskosiw Sakahikanewiyiniwak considering that the aim of Onion Lake is to achieve
greater unity between its members, based in particular on respect for the rule of Cree laws, as
well as human rights and fundamental freedoms; and

Considering that it is desirable to extend the safeguards for everyone's rights and fundamental
freedoms, and in particular the right to the respect for privacy, taking account of the increasing
flow of personal data undergoing automatic processing; and

Reaffirming at the same time Wicekaskosiw Sakahikanewiyiniwak commitment to freedom of
information regardless of the external pressures to release individual information; and

Recognizing that it is necessary to reconcile the fundamental values of the respect for privacy;
Therefore, Wicekaskosiw Sakahikanewiyiniwak have agreed as follows:

GENERAL PROVISIONS

Article 1 — OBJECT AND PURPOSE

The purpose of this law is to secure for every individual, whatever their residence, respect for
their rights and fundamental freedoms, and in particular the right to privacy, with regard to
automatic processing of personal data relating to them in their relationship to matters related to
Onion Lake and its activities.

Article 2 — DEFINITIONS

For the purposes of this law:

a. “aggregated data” is any process in which information is gathered and expressed
in a summary form, for purposes such as statistical analysis. A common
aggregation purpose is to get more information about particular groups based on
specific variables such as age, profession, or income;

b. "automated data file" means any set of data undergoing automatic processing,;

¢. "automatic processing" includes the following operations if carried out in whole
or in part by automated means: storage of data, carrying out of logical and/or
arithmetical operations on those data, their alteration, erasure, retrieval or
dissemination;

d. “application of the law” will apply to any individual either a member or an
employee, contractor or deliverer of a service to Onion Lake will be covered by
this law;

e. "controller of the file" means the natural or legal person who should determine the
purpose of the automated data file, which categories of personal data should be
stored and which operations should be applied to them.

f. “data control center” means a center established and controlled by the government
of Onion Lake to manage and secure the data.

g "personal data" means any information relating to an identified or identifiable
individual;
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Article 3 — COLLECTION & PROCESSING

The following principles apply to the collection and processing of personal data (including data
of legal entities):

a.  personal data may only be processed lawfully, in good faith and according to the
principle of relative to its collections;

b.  the collection of personal data and, in particular, the purpose of its processing
must be evident to the data subject

¢.  personal data should only be processed for a purpose that is indicated or agreed
at the time of collection, evident from the circumstances at the time of
collection, or provided for by law

d.  the data controller and any processor must ensure that the data processed is
accurate

e.  personal data must not be transferred to any other body if the privacy of the data
subject may be seriously endangered

£ personal data must be protected from unauthorized processing by appropriate
technical and organizational measures

g.  personal data must not be processed against the explicit will of the data subject,
unless this is justified by:

i.  the consent of the data subject (that must be given voluntarily and based
on adequate information)
it.  an overriding private or public interest, or
iti.  this Onion Lake Privacy Law.

The Chief and Council of Onion Lake undertake to apply this law to automated personal data
files and automatic processing of personal data in the public and private areas to be kept in a
secure area identified by the Administration.

Article 4 - INTELLECTUAL PROPERY

a. Wicekaskosiw Sakahikanewiyiniwak have common experiences relating to the use of our
cultural and intellectual property by confirming that the knowledge of the Indigenous
Peoples of the world is of benefit to humanity;

b. Wicekaskosiw Sakahikanewiyiniwak are capable of taking care of our traditional
knowledge by using our protocols and following our Cree Laws.

¢. Wicekaskosiw Sakahikanewiyiniwak have a basic and fundamental right to define and
control this knowledge given to us by our ancestors and for the future generations.

d. Wicekaskosiw Sakahikanewiyiniwak insist that the first beneficiaries of our knowledge
(cultural and intellectual property rights) must be the direct Indigenous descendants of
such knowledge;

e. Wicekaskosiw Sakahikanewiyiniwak do not accept that any other government or body
can decide of Onion Lake knowledge including our cultural and intellectual property
rights.

Article 5 - SECURITY
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The data controller and any processor must take adequate technical and organizational measures
to protect personal data/ aggregate data against unauthorized processing and ensure its
confidentiality, availability and integrity. In particular, personal data must be protected against
the following risks:

« unauthorized or accidental destruction

« accidental loss

e technical errors

o forgery, theft or unlawful use, and

s unauthorized altering, copying, accessing or other unauthorized
processing.

« The data will be retained data in perpetuity.

The technical and organizational measures must be appropriate, in particular with regard to the
purposes of the data processing, the scope and manner of the data processing, the risks for the
data subjects and the current technological standards that apply to individuals and the collective
rights of the Nation.

Article 6 - QUALITY OF THE DATA

Personal data undergoing automatic processing shall be:

a.
b.

obtained and processed fairly with the full, free and informed permission;

stored for specified purposes and not used in a way that is contrary to these
purposes;

adequate, relevant and not excessive in relation to the purposes for which they are
stored;

accurate and, where necessary, kept up to date;

collection of aggregated data would not be able to identify individuals or
information that would breach the privacy rights of Wicekaskosiw
Sakahikanewiyiniwal.

no aggregate data can be released for any purpose that would identify or violate
the rights of Wicekaskosiw Sakahikanewiyiniwalk;

preserve in a form which permits identification of the data subjects for no longer
than is required for the purpose for which those data are stored.

Article 7 - SPECIAL CONSIDERATIONS

Personal data revealing racial origin, political opinions or religious or other beliefs, as well as
personal data concerning health or sexual life, may not be processed. The same shall apply to
personal data relating to criminal convictions.

Article 8 - DATA SECURITY

Appropriate security measures shall be taken for the protection of personal data stored in
automated data files against accidental or unauthorized destruction or accidental loss as well as
against unauthorized access, alteration or dissemination.
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Article 9 - ADDITIONAL SAFEGUARDS FOR THE DATA SUBJECT

Any Wicekaskosiw Sakahikanewiyiniwak shall be enabled:

a. to establish the existence of an automated personal data file, its main purposes, as
well as the identity and habitual residence;

b. to obtain at reasonable intervals and without excessive delay or expense
confirmation of whether personal data relating to him/her are stored in the
automated data file as well as communication to him/her of such data in an
intelligible form;

c. to obtain, as the case may be, rectification or erasure of such data if these have
been processed contrary to the provisions of this law;

d. to have a remedy if a request for confirmation or, as the case may be,
comununication, rectification or erasure of the materials is not followed.

Article 10 - SANCTIONS AND REMEDIES

The authorities of Onion Lake undertake to establish appropriate sanctions and remedies for
violations of provisions of this law to give effect to the basic principles for data protection set out
in this law.

Article 11 - REFUSAL OF REQUESTS FOR ASSISTANCE

A designated authority to which a request for assistance is addressed under Articles 13 or 14 of
the Onion Lake Convention Law may not refuse to comply unless:

a. the request is not compatible with the powers in the field of data protection of the

authorities responsible for replying; or
b. the request does not comply with the provisions of this law.

Article 12 - AMENDMENTS

Amendments to this law may be made using the amendment procedures set out in the
Convention Law of Onion Lake.

Article 13 - ENTRY INTO FORCE

This law shall be effective on the date accepted by the Chief and Council of Onion Lake along
with adoption by the Elders and the citizens of Onion Lake.
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